
Hosting Zoom Meetings 

Best practices to keep Follen Zoom meetings safe spaces 

 

You may have heard about “zoom bombing.” That’s where uninvited individuals join zoom 

meetings and inject inappropriate or illegal material into the meeting.  The intent of these 

guidelines is to prevent such intrusions into the meetings that we conduct for Follen. 

These guidelines should be utilized for all Follen-related meetings, whether they are hosted 

with an individual, corporate, or Follen account.  Note that not all safeguards are available to an 

individual (free) account.  We encourage you to utilize the Follen group account if you do not 

have access to a paid zoom account. 

When you host a meeting, we recommend the following settings, each of which will be 

discussed below (note that only relevant fields are included): 

 

1) Registration – Required 

Requiring registration means that the participant must first enter their first and last 

names, and an e-mail address, to attend the meeting. 

 

2) Meeting ID – Generate Automatically 

If you use your personal meeting ID, it’s possible that anyone with that meeting ID can 

join any of your meetings.  We recommend generating a new, unique meeting ID for 

each meeting you schedule.  For a recurring meeting, the ID will be the same for each 

meeting, and your participants can save and reuse either the meeting ID or the link 



when they attend each recurrence. 

 

3) Meeting password – Set a password. 

While we recommend the use of a password, especially meetings where children might 

be involved, it might be difficult for less technically savvy participants to manage even 

more than just the meeting link or ID, so use your discretion.  As a host, it will be your 

responsibility to ensure the participants have the password. They will be prompted for it 

before entering the meeting.  Please keep the password for your meetings secure. 

 

4) Video – On for both participant and host by default 

We recommend using video as this allows you as the host to verify the person who 

joined.  The host or participant always has the option to turn off the video on joining, or 

after joining with the video menu at the bottom of the meeting screen. 

 

5) Meeting Options – at least Enable Waiting Room 

We recommend this for larger meetings where the host may not know in advance who 

might be joining the meeting.  Enable waiting room will hold participants in a waiting 

area after they join.  It is then up to the host to admit each person into the meeting.  

The host is prompted when each participant arrives in the waiting room, and the host 

may accept or reject the participant.  If the host rejects the participant, by default they 

will not be allowed to attempt to rejoin. 

 

For smaller meetings, you may simply want to Enable Join Before Host so that people 

can get started before you join, and begin chatting.  This might be appropriate for 

covenant groups or small team meetings. 

 

PLEASE NOTE:  Follen Group Meetings cannot enable the waiting room.  Zoom only 

offers this privilege to the account holder or other users added to the account at a 

significant cost.  If a waiting room is critical to your meeting, please contact 

howie@follen.org  

Other important settings related to meeting safety and control. 

As host in a paid account, you can do the following.  This applies to Follen group meetings, and 

potentially personal or corporate accounts.  Note that if you are not the account holder (most 

Follen meetings as the account holders are Claire and the business manager), you can have host 

privileges if you have the host ID.  More about this later. 

1) Lock the meeting 

Once all the participants you are expecting have arrived, you may lock the meeting so 

that no one else can join.  To lock the meeting, at the bottom of the meeting screen, 
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click Manage Participants. 

 
You will see the window expand on the right side, and it will look something like this: 

 
Of course with more participants, hopefully .  Click the more button, and you’ll see the 

Lock Meeting item.  Click it. 

 
 

Please take note of the other controls.  You may set it so everyone is muted when they 

arrive, and control whether or not they may unmute themselves, or rename themselves.  

You can play a chime to notify you if someone arrives or leaves, and you can turn off the 

waiting room if that was the default setting. 

 

2) Remove a participant 

If someone joins the meeting who should not be there, or an expected participant for 

one reason or another needs to be removed from the meeting but is unwilling or unable 

to do it themselves, you can remove them from the meeting.  Hover over the participant 

you want to remove in the participants list, hover over the More> button, then select 

remove.  Once removed, they cannot rejoin unless you specifically allow it.  Another 

option, if you’re not sure, is to put them back in the waiting room.  You can then 

readmit them later on if the problem is resolved. 



 

 
3) Disallow screen sharing 

We have enabled only the host to share their screen by default.  The host can control 

this once the meeting has started. 

 

 
 

Above are the default settings.  You may allow multiple participants to share their 

screens, but let’s look at the “Advanced Sharing Options…” that you can get to from that 

menu. 

 



 
 

In addition to the selections available from the menu, the dialog allows you to change 

the settings so that only the host can share.  Note that I have changed the default for 

future meetings to “Only Host”, so if you need to enable other participant in the 

meeting, you can do that through this menu.  When a participants screen is shared, you 

can also end their sharing with this menu that appears at the top of the screen: 

 

 
 

4) FOR FOLLEN GROUP MEETINGS 

Since businessmanager@follen.org is the default host, anyone who hosts a Follen Group 

meeting will be given the “host key”.  This key must be kept strictly confidential and 

should only be used by the assigned host, usually the same person that requested the 

meeting.  If the assigned host is unable to make the meeting, the key can be shared with 

another participant designated to run the meeting. 

 

Anyone with the host key can join the meeting as the host, and therefore control all 

aspects of the meeting, including transferring host privileges and designating co-hosts to 

run the meeting.  To become the host, join the meeting and open the participants area.  

At the bottom there is a Claim Host button: 
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Click the button and a dialog box appears: 

 

 
 

Enter the key provided and you will now have host privileges. 

 

 


